MHWHHNUCTEPCTBO OBPASOBAHUS 1 HAYKU POCCHMCKON ®EJIEPALINN
HNEITAPTAMEHT I'OCYJJAPCTBEHHOU ITOJIMTUKU B COEPE
OBIIEI'O OBPA3OBAHUA

[TMCHEMO
ot 14 mag 2018 r. N 08-1184
O HAITPABJIEHMN MTH®OPMAILIU

JlemapTamMeHT ToOCyJapCTBEHHOM TOJUTUKH B cdepe oOmero oOpa3zoBaHus
MunoOpHayku Poccun HanpaBisieT i CBEAEHUs pa3padoTaHHble BpemMeHHOW KoMHUCCHER
CoBera degepanuu 1O Ppa3BUTHIO HH(OPMALKMOHHOTO OOIIECTBA METOJUYECKHUE
PEKOMEHIAllMU O Pa3MEIICHHH Ha HMHQPOPMAIMOHHBIX CTEHIaX, O(QUIUAIbHBIX HHTEPHET-
cailTax M Jpyrux WHGOPMALMOHHBIX pecypcax o001eo0pa3oBaTeNbHBIX OpraHU3alUi U
OpraHoB, OCYIIECTBISIIONINX yIIpaBiieHHe B chepe 00pa3zoBanus, HHGOpMaALIUA O OE30MTaCHOM
MOBEJAECHUN U UCIIOJIb30BaHuu ceTh "MHuTepHer".

Jupexrop JlenaprameHTa
A.E.IIETPOB
[Ipunoxenue
METOAMYECKHWE PEKOMEHJALINN
O PASBMEIIEHMU HA THOOPMAIMOHHBIX CTEHIAX, OOUIINAJIBHBIX
MHTEPHET-CAUTAX U JPYT' X MTHOOPMAITMOHHBIX PECYPCAX
OBIIIEOBPA30BATEJIBHBIX OPT AHU3ALIMIA U OPTAHOB,
OCYIIECTBJIAIOLIMNX
VYIIPABJIEHUE B COEPE OBPA3OBAHU A, THOOPMALMNHM O BE3SOITACHOM
[NOBEAEHMUA 1 UCITIOJIbB3OBAHMM CETHU "MUHTEPHET"

Okcniepramu 1 wieHamMu BpemenHon komuccun CoBera depepanuu Mo pa3BUTHIO
MH(QOPMAITMOHHOTO OOIIECTBA B paMKax BbBIMOJTHEHUS PEKOMEHIAIMN MapIaMeHTCKUX
cinymaHuil "AKTyallbHbIE BOIPOCHl oOOecreueHrus Oe30MacHOCTH W Pa3BUTHS JIETEH B
uHdopmamoHHOM npocTpancTBe", koTopsie nponu B Coere deneparuu 17 anpens 2017
r., ObLTH pa3pabOTaHbl METOJIMYECKUE PEKOMEHIAINHN O pa3MEIICHUH Ha WH(HOPMAIIMOHHBIX
CTeHAaX, O(UIMAIBHBIX WHTEPHET-calTax © JApyrux WH(GOPMAIMOHHBIX pecypcax
00111e00pa30BaTeNbHBIX OPTraHU3alMil U OPraHoOB, OCYIICCTBIISIONIUX YIIPaBICHUE B cdepe
obpaszoBaHus, HHGOpPMAIIUK O 0€30MacCHOM TMOBEJICHUH M UCIIONb30BaHUU ceTu "MHTepHeT"
(nanee - METOIMYECKUE PEKOMEHIALINH ).

Metoauyeckre peKOMEHIAllMU HaIpaBJICHbl HA KaueCTBEHHOE TMOBBIIMICHUE YPOBHS
MH(POPMAITMOHHON  JIeSITEILHOCTH  OOIIe00pa30BaTEIbHBIX OpraHu3aliii U OPraHoB,
OCYILECTRIISIIONINX yIpaBjeHue B chepe 00pa3zoBaHusi, B YaCTH UHPOPMHUPOBAHUS yUaIIUXCS,
UX poauTesiel (3aKOHHBIX MpPEACTaBUTENCH) M MeAarorudeckux pabOTHUKOB 00 OCHOBHBIX
acriektax HH(GOpMallMOHHON 0€30MacHOCTH.

Metoauyeckre pPEeKOMEHIIAIMK TO3BOJIAT OO0IIE00pa30BaTEeIbHBIM OpraHU3aIusIM U
opraHam, OCYIIECTBIISIIOIIUM YIpaBiieHne B cdepe oOpa3oBaHUs, aKTyaIU3UPOBATH YKe
HCIIOJIb3yeMbIe U pa3MelleHHble HH(POPMAIMOHHBIE MaTepUalbl, TaK W MOATOTOBUTH MX B
CJIy4yae UX OTCYTCTBHUSA C YUETOM JIYUIIUX MPAKTUK U PEKOMEH AN,

B paMkax METOAMYECKMX PEKOMEHJAlUUM  paccMaTpUBAIOTCS  CIEAYIOIIUE
MHCTPYMEHTHI:



1. uHbOpPMAITMOHHBIE CTEH/IBL;

2. opunmanbHble UHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoil nH(popManmu (IIKOJIbHBIE Ta3€Thl, MEJArOrHueCKUe U3JaHus U
IpyTHE).

NudopManuoHHbIE CTEHAbI

Ha wuHpopManmmoHHBIX cTeHAax B  0OlIE0O0pa3oBaTENbHBIX  OpPraHU3AlMsIX,
pacrnojoXkeHHbIX B (oiie YyupeKIeHUM M B KaOMHETaX, OCHALICHHBIX MEPCOHAIBHBIMU
yCTpOMCTBaMH JUIsl BbIXO#a B ceTb 'HTepHET", peKOMEHIyeTCs pa3MECTUTh
MHPOPMALIMOHHBIE MaMSTKH, COJEp’Kallleé OCHOBHBIE COBETHl IO  OOECIEUEHUIO
MH(POPMAIIMOHHOM 0€30IIaCHOCTHU yYaIIUXCsl.

B npunoxennu N 1 Kk METOAMYECKUM PEKOMEHIALMAM IPEICTaBIEH 00pa3el] MaMsITKU
JUTSl pa3MeIleHHs] HAa HHPOPMAalMOHHBIX CTEHAX.

CpeacrBa maccoBoii uHpopmanuu

B cpenctBax wmaccoBoil uHGpOpManuu, OPUEHTUPOBAHHBIX HA OOYyYaroIIMXCH,
PEKOMEHyeTCsl B TEUEHHE YYEeOHOIO Toja PEeryjisipHO IyOJIMKOBaTh HWH()OpPMALMOHHBIC
MaTrepHuabl, HOCBSAIIEHHbIE OT/AEIbHBIM aClIEKTaM HH(POPMALIMOHHOM 0€30MMaCHOCTH, a TAKKE
pa3uYHbIe MaMATKU OOLIETr0 XapakTepa.

B cpencrtBax wmaccoBoil HH(pOpManUHM, OPUEHTUPOBAHHBIX HA MEAATOTUYECKYIO
OOIIECTBEHHOCTh, PEKOMEH/YETCSl B TEUEHUE KaJIEHAAPHOTO Tofla PEryJIipHO MyOJIMKOBATH
MH(GOpPMaLlMOHHbIE MaTepuaibl, MOCBSILEHHBIE OTAEIbHBIM acleKTaM HH(OPMALMOHHON
0€30MacHOCTH KaK HECOBEPUICHHOJETHUX, TaK M OOLIe00pa30BaTEIbHBIX OpraHU3alui, a
TaK)K€ pa3InYHble MAMITKH, 0030pbl HOPMATUBHO-IIPABOBOT'O PETYJIUPOBAHUS JAHHOM cephl
Y MTH(POPMAIUIO O aKTyaJIbHBIX MEPOIIPUATHIX U COOBITUSAX B TaHHOM cdepe.

B xone mnposeaenuss EnuHoro ypoka mno Oe3omacHoctd B cetu "MHTepHeT"
pPEKOMEHyeTCcsl O00ECHeYUTh BBIMYCK TEMAaTUYECKOIO BBITYCKAa CpEICTBA MacCOBOM
uHpopmanuu auO0 cepur MyOIMKaLUWA, CPEeu KOTOPBIX PacCMOTPETh OpPraHU30BAHHbBIE
MeponpusiTusi JJjisi OoOydYarolmmxcsi, WX pojauTeNeld (3aKOHHBIX TMpEJCTaBUTENCH) U
MEeJaroru4eckoil 00IIeCTBEHHOCTH.

O¢pununaasusie UnTEpHET-pecypebl

OO01eo0pa3oBaTeIbHBIM OpraHU3alUsIM PEKOMEHAYETCS Ha CBOMX O(HIIMATIbHBIX
NHuTepHeT-pecypcax o0ecneunThb (YHKIIMOHUPOBaHHE CaMOCTOSATEIILHOTO U
crienuain3upoBaHHoro paszaena "MHdpopMannonHas 0€30MacHOCTh", B paMKaxX KOTOPOTO
IPeyCMOTPETh pa3MelIeHNe cielytome nHhopMaluu:

N Paznen/monpaznen dopmar ConepxaHue MaTepuaioB
IIPE/ICTABIICHUS
MaTepHaioB
1. |JlokanbHbIE Konun Pazmemarorcs KonuM JOKYMEHTOB, T.€.
HOPMATHBHBIC AaKThl B|JOKYMEHTOB B|CKAaHHMPOBAHHBI BapHaHT JOKYMEHTA,
chepe obecrieuenus | popmate *PDF  |cooTBeTcTByrommii  TpeOOBaHUSIM K
nH(OPMAITMOHHON napameTpam CKaHUPOBAHUSI.
0e30macHOCTH Pazmemiatorcs JIOKYMEHTBHI,
o0yJaroumxcs pEeTIaMEHTHPYIOIINE  OpTraHU3alluio U
paboTy ¢ TIEPCOHAIBLHBIMU JTAHHBIMU,
IUTaHBl MEPOIPUATUNH MO 00ECIEeUEHHUIO




UHPOPMAITMOHHON 0e3omacHoCTU
00y4Jaronuxcst u Ipyrue.

2. |HopmatuBHOe Konmun [TyOnuKyroTCsl akTyalbHbIE CBEACHHUS O
peryivpoBaHue JOKYMEHTOB  B|deaepaibHbIX U PErHOHATBHBIX 3aKOHAX,
¢opmate *PDF |mucbmax opraHoB BiIacTd u Apyrue

HOPMAaTHUBHO-TIPABOBbHIE JOKYMEHTBHI,

peraaMeHTHPYIOIINE oOecrnieueHue

uH(pOpMAITMOHHOM 0e301MmacHOCTH

HECOBEPIIICHHOJIETHUX. Homyckaetcs

BMECTO KOMHI pa3MelaTh TUIEPCChUIKH
Ha COOTBETCTBYIOUIME JOKYMEHTHI Ha
calTax OpraHoB rocyapCTBEHHOU

BJIACTH.

3. |Ilegarornuecknm Tekct Ha|Pa3Mmentarorcs METOJUYECKHUE
paboTHHUKaM CTpaHMWIIC CaiiTa |pPEKOMEHIAITIN U YKa3bIBaCTCS
Kormmn uHGOpPMAITUS 0O MEPONPHATHIX, MPOCKTAX
JIOKyMEHTOB ~ B|M  MNporpaMMax, HampaBJCHHBIX  Ha
dopmare *PDF | noBbiienue nHMOpMaAITMOHHON
IPaMOTHOCTH MeJJarOTHYECKUX

PabOTHUKOB.
4. |O6yuaromumcs Tekct Ha|Pa3memniaercs nHboOpMaIMOHHAsT TTaMsTKA

cTpanuiie caiita |(mpusiokenne N 2) U yKa3bIBaeTcs
uHpOpMAITUS 0O MEPOIIPUATHIX, TIPOEKTaX
U IporpamMmax, HampaBJICHHbIX  Ha
TIOBBIIIICHHE MH(}OpMATMOHHOU
IPAMOTHOCTH O0YyYarOIIHUXCA.

5. |Poautensam (3akoHHBIM | TekcT Ha|Pa3memiaercs nHpopMallMOHHAs aMsATKa
MPEJCTABUTEIISIM) cTpaHule caiita |(npunoxxkenue N 3).
oOy4Jarommxcst

6. |derckue  Oe3omacHble| Tekct Ha|Pa3memiaercs uH(popmarus 0
CaTHI CTpaHUIIE CaiiTa |pEeKOMEHAYEeMbIX K HCIOJIb30BaHUIO B

y4eOHOM TMpoliecce 0e30macHbIX caTax,
OaHHEephl 0€30MaCHBIX JIETCKUX CalUTOB.

Opranam, OCyILIECTBIIAIONINM yTpaBlieHue B cdepe o0pa3oBaHUsl, PEKOMEHIyeTCsl Ha
CBOUX opUIATBHBIX NHuTtepHeT-pecypcax o0ecreyuTh (yHKUIHOHUPOBAHUE
CaMOCTOSITEIILHOTO U CIEeIHAIM3UPOBAaHHOTO pazfena "Mudopmanmonnas 6e3omacHOCTh", B
pamMKax KOTOPOTo MpeayCMOTPETh pa3MellleHue Clieyomel nHpopMaIuu:



[Tpunoxenue N 1
[TAMATKA

JUIS1 OBYYAIOIIMXCS Ob MTHOOPMALIMOHHOM BE3OITACHOCTU JJETEN

HEJIb34

1. Bcem noapsia cooOaTh CBOIO YaCTHYIO HHPOpMAIHIO (HacTOSIIME UMs, (haMUIIHIO,
TenedoH, aapec, HOMEP LIKOJIbI, a TaKke poTorpaduu CBOU, CBOEH CEMbU U JIpy3€eil);

2. OTKpbIBaThb BIOXKEHHbIE (DalIbl DJIEKTPOHHOM TOYTHI, KOIJa HE 3Haellb
OTIIPABUTEIIS;

3. I'pyOuts, mpunuparbcsi, OKa3blBaTh JaBJICHHUE - BECTH CE0sl HEBEKIIMBO U arPECCHUBHO;

4. He pacnopsixkaiicss JeHbramMM TBOEM ceMbu 0O€3 paspelleHus CTapUIMX - BCEr/Aa
CIIpalIMBal POAUTENEH;

5. He Bctpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEAJIBHOM JKU3HHU - IOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSEIIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraems o cedbe Henpasay B MlHTepHeTe - cooOuu 06 3TOM
CBOMM POJUTENSAM WJIM ONIEKYHAM;

2. [lpurnamarot nepenuchiBaThCs, UTpaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIU MTOABOXA;

3. He3zakonHoe konupoBaHue (¢aitinos B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIBIM O IIpoOJieMax B CETH - OHU BCErJa IOMOTYT;

5. Wcnonp3yil HacTpoWku 0€30MaCHOCTU M MPUBATHOCTH, YTOOBI HE MOTEPATH CBOU
AKKayHTBI B COLICETSX U APYIHX IMOPTAJIAX.

MOXHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. ITonp3yembess MHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;

3. OTKpBIBal TONBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. O01waThcs 3a TOMOILBIO B3POCIIBIM - POJUTENH, ONEKYHbI M aIMUHUCTPALIUS CATOB
BCET/1a IOMOT'YT;

5. Ilpoiigm oOyuyenue Ha caitite "CereBHMUOK" ¥ MOJy4yd MacnopT UUPPOBOTO
rpakIaHuHa/!

[Tpunoxenue N 2
NHOOPMAILIMOHHASA [TAMATKA
JUIA OBYHAIOIINXCA JJI PASMELIEHMA
HA OOUIMAJIBHBIX NHTEPHET-PECYPCAX

C KaXIbIM T0OJIOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IKOJIbHUKU OJHU
W3 CaMbIX aKTUBHBIX IOJIb30BaTeneil Pynera. Mexnay Tem, IOMUMO OFPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, UHTEPHET HECET U TPOOJIeMbl. JTa aMATKa JI0JDKHA TOMOYb Tebe 0e301acHo
HaXOJUTHCA B CETH.

Komnbrorepabie BUpYChI

KomnproTepHslid  BUPYC - 3TO Pa3HOBUAHOCTb KOMIBIOTEPHBIX IPOrPAMM,
OTJIMYUTENBHOU OCOOCHHOCTBIO KOTOPOM SABJISIETCS CIHOCOOHOCTh K pa3MHOXEHHIO. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEAUTH MM TOJHOCTHIO YHUUTOXKUTh BCE (haliIbl U
JaHHbIE, MOJKOHTPOJIbHBIE MOJIB30BATEIN0, OT UMEHH KOTOPOTro Oblja 3alylieHa 3apaxeHHas
[Iporpamma, a TakyKe MOBPEINUTh WIH JaXE€ YHUUTOKUThH ONEPALMOHHYIO CHCTEMY CO BCEMH
¢aitnamu B 1eiaoM. B 60IbIIMHCTBE CllydaeB pacpOCTPAHSAIOTCA BUPYChI U€pe3 UHTEPHET.

MeTobl 3aUThI OT BPEIOHOCHBIX POIPAMM:

1. Mcnionb3yii COBpEMEHHBIE ONEPALITMOHHBIE CHUCTEMbI, UMEIOIINE CEPHE3HBIA YPOBEHD
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPAMM;



2. IlocTostHHO ycTaHaBnuBail mauTu (IU(GPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABIMBAIOTCSA C LENbI0 JTOpadOTKH MpOrpamMmbl) U JApyrue OOHOBJIEHHS CBOEU
orepanoHHoi cucteMbl. CKauynmBail UX TOJBKO ¢ OQUIMAIBHOTO caiita pazpaborunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTail Ha cBOeM KOMITbIOTEPE MOJ] MpaBaMU MOJIb30BATENS, @ HE aIMUHUCTPATOPA.
OTO HE MO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpPaMM HWHCTANIUPOBATHCS HA TBOEM
NEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE TPOTPaMMHBIE MTPOTYKTHI U3BECTHBIX TPOU3BOAUTENEH, C
aBTOMATUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Hcnonb3yil BHEIIHWE HOCUTENN MH(OpPMALMK, TaKUE KaK (Iielka, JUCK WK (ail
W3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailiibl, MOTyYSHHbIE U3 HEHAICKHBIX UCTOYHHKOB.
Jasxxe Te ¢aitnbl, KOTOpBIE MPUCTA TBOW 3HAKOMBI. JIydlie yTO4HH y HETo, OTIPAaBIISII JIU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BUJ mepenavyr JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIL OpPEeH]I, MapKa.
Eme B 1991 romy nHuuepmaniackass xommnanusi 3apeructpupoBasia Openn "WECA", uto
o0o3Hauaso cioBocoueranue "Wireless Fidelity", koTopplil mepeBoauTcs Kak "decnpoBoaHas
TOYHOCTB".

Jlo Hamero BpeMeHM Joluia Apyras abOpeBuarypa, KOTopas SIBISIETCS TaKOMl ke
TexHosoruer. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO J1aHO C HAMEKOM Ha
CTaHJapT BbIcIIeH 3BykoBOM TexHuKU Hi-F1, uTo B mepeBose o3HavaeT "BbICOKask TOUHOCTD'.

Jla, OecrutaTHbI HHTEPHET-A0CTYN B Kae, OTENsAX U a3ponopTax SABISETCA OTIUYHOU
BO3MO’KHOCTBIO BbIX0Jla B UHTepHET. HO MHOTrME 3KCIEpThl CYUTAIOT, YTO OOILETOCTYITHbBIE
Wi-Fi cetn He sSBiIsIOTCS 0€30MTACHBIMH.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He nmepenaBaii cBoro nuuHyro uHpopmainuio dyepe3 odumenoctynneie Wi-Fi ceru.
PaboTas B HUX, *enaTelIbHO HE BBOAUTH NApOJIU JA0CTYMa, JOTUHBI U KAKHE-TO HOMEPA;

2. Vcnionw3yit 1 0OHOBIISANM aHTUBUPYCHBIE IPOTpaMMbl U OpanaMayep. Tem cambiM Thl
o0e3onacHilb cedst OT 3aKaYKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun dynkiuio "OOmuit moctyn k (dainaMm u
npuntepam". JlaHHas (QYHKIMS 3aKpbITa 10 YMOJIYAHUIO, OJHAKO HEKOTOPBIE MOJIb30BATENN
aKTUBUPYIOT €€ AJisl y100CTBa NCIOJIb30BaHus B paboTe nin yueoe;

4. He ucnons3yii nyonuunbiii WI-F1 my1s mepenaun JUYHBIX TaHHBIX, HATIPUMEpP IS
BBIX0/Ia B COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tosibko 3anuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOM UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkmroun Qynkuuo "Tlomkmodyenne k- Wi-Fi
aBToMaTruecku'". He nomyckail aBTOMaTHYECKOTO MOAKIIIOYCHHS YCTpoiicTBa K cetssM Wi-Fi
0€e3 TBOEro corjacusi.

CoumnasnbHbie ceTH

CormanibHble CETH aKTUBHO BXOJST B HAIlly )KM3Hb, MHOTHE JIIOJU PaOOTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apeructprpoBad MUILTHApT YEIOBEK, UTO SIBISIETCS OJHOU
CeIbMOM BCeX JKHUTeNel miuaHeThl. MHOTHE MOJIb30BaTENM HE MMOHUMAIOT, YTO MHpOpMaIus,
pa3MelIeHHAasi UMU B COLMAIbHBIX CETAX, MOKET ObITh HaliJIeHa U UCIIOJIb30BaHa KEM YTOJTHO,
B TOM YHCJIe HE 00s3aTEBHO ¢ OJIATUMU HAaMEPEHUSIMU.



OcHOBHBIE COBETHI N0 0€30IIACHOCTH B COIHAJIBHBIX CeTHAX:

1. Orpannub COUCOK Jpy3ei. Y TeOsS B APY3bsX HE JOJDKHO OBITh CIy4yaWHBIX H
HE3HAKOMBIX JIIOJICH;

2. 3amminai cBOIO YacTHYIO Ku3Hb. He ykaspiBail mapoinu, TenedoHsl, aapeca, AaTy
TBOETO POXKIACHUS U APYTYIO TUUHYIO0 HH(DOpMAIUIO. 3T0OYMBIIIUIECHHUKH MOTYT UCIIOJIb30BaTh
nake MHPOPMAIIUIO O TOM, KaK Thl U1 TBOU POJIUTEIH TUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuiai cBOIO peryTaluio - Jep>KU €€ B UUCTOTE U 3aJ1aBail cebe BOmpocC: XOTe Obl
ThI, YTOOBI JPYTHUE MOJIb30BATENIN BUCIHU, YTO ThI 3arpyxaenib? [logymait, mpexie yem 4To-
TO OIyOJINKOBATh, HAMMCATh U 3aTPY3UTh;

4. Ecnv Thl TOBOPHUILIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE
UMS U IPYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO yueObl U IPOUEE;

5. N36eraii pazmernienus ¢potorpaduii B IaTepHeTe, rae Tl n300pakeH Ha MECTHOCTH,
10 KOTOPOM MOYHO OIPEAEIIUTHh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanuu B COUaIbLHON CETH HEOOXOIUMO UCTIONB30BATh CIOXKHBIE MTAPOJIH,
cocTosiue u3 OyKB U IU(dp U ¢ KOJMUYECTBOM 3HAKOB HE MEHEE §;

7. dnst conpanbHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOMMO MCIIOIL30BaTh Pa3HbIC
napoJii. Toraa eciu Te0s B3JI0OMAIOT, TO 3J10YMBIIIJIEHHUKH OJIy4aT JOCTYH TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbIE IEHbI'H

DJNEeKTPOHHBIE AEHBIU - ITO OUEHb YAOOHBIN CIOCOO IMaTekel, OAHAKO CYIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIU.

DNEKTPOHHBIE ACHBIH MOSBUINCH COBCEM HEAABHO M UMEHHO M3-3a 3TOTO BO MHOTHMX
rocyAapcTBax J0 CHX IOp HE MPOIMCAHO NP0 HUX B 3aKOHAX.

B Poccun ke OHM (PYHKUMOHUPYIOT U O HUX YK€ MHPONUCAHO B 3aKOHE, IJIe€ HX
pa3lensoT Ha HECKOJbKO BUJOB - AHOHUMHBIE U HE aHOHMMHbIE. Pa3HuIla B TOM, 4TO
AHOHMMHBIE - TO T€, B KOTOPBIX pa3peuiaeTcsi MpOBOJIUThH Onepanuu 0e3 UACHTHU(PUKALNH
MOJIb30BATENS], @ B HE aHOHUMHBIX UJICHTU(HUKAIUS TTOJIb30BATEINS SIBISIETCS 00A3aTEIbHOM.

Takoke cienyer pa3nuyarh 3JI€KTPOHHbIE (PUATHBIE AEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIFOTAM) U AJIEKTPOHHBIE HE()UATHBIE I€HbIM (HE paBHBI TOCYAAPCTBEHHBIM BAIFOTaM).

OcHOBHBIE COBETHI 10 0€30IACHO padoTe ¢ 3JIeKTPOHHBIMH IeHbIAMM:

1. ITpuBsku K cueTy MOOWIBHBIN TeePOoH. ITO caMblil YOOHBIN U OBICTPHIN CITOCOO
BOCCTAHOBUTH JOCTYyN K cuery. [IpuBsizannbiii TenedoH momoxeT, eciu 3a0yjaelnib CBOU
IJIATEKHBIN MTapOJIb WM 3alJICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA,

2. Ucnonwe3yil onHOpa3zoBeie maponu. [locne mepexona Ha YCHUIIEHHYIO aBTOPU3ALUIO
Tebe y)xe He OyJeT yrpokaTh OIMIACHOCTh KPaXKu WJIM NIepexBaTa IJIaTeKHOT0 MapoJis;

3. Boibepu cioxubiii mapoib. IlpectynHukam OyIeT He MPOCTO yraaaTh CIOKHBIM
napoJib. Hajiexunpie maposu - 3To napoiu, KOTOPhIE COIepkKaT HE MEHEe 8 3HAKOB U BKIIOYAIOT
B ce0si CTPOYHBbIE M MPOMUCHBbIE OYKBbI, HUPPHI U HECKOJIBKO CHMBOJIOB, TAKHME KaK 3HAK
nosiapa, GyHTa, BOCKIHIIATSIbHBIN 3HaK U T.11. Hanpumep, $tRONQ!;;

4. He BBOAM CBOU JTUUHBIC JJAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSIEIIb.

JJIEKTPOHHAA MOYTA

DNEeKTpOHHAs MOYTa - ITO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTH MO NEPECHLIKE
Y TIOJTyYEHUIO DJICKTPOHHBIX COOOILIEHUHM, KOTOPbIE PACTIPEACISAIOTCS B KOMIIBIOTEPHO CETH.
OOBIYHO  DJIGKTPOHHBIM  TOYTOBBIM  SIIMK  BBINJBSIAUT — CIEAYIOIIMM  00pa3zoMm:
UMs_TIOJb30BaTENA(@UMs_JTOMEHa. Takke KpoMe Mepenayd MpPOCTOro TEKCTa, HMEETCs
BO3MOKHOCTH TIepe/1aBaTh (pailiibl.

OcHOBHBIE COBETHI 110 0€30NACHOM padoTe ¢ ITEKTPOHHO NMOYTOH:



1. Hamo BrIOpaTh mpaBUIIBHBIN MOYTOBBIN CepBHC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO Jy4Ille JOBEPATH TEM, KOTO 3HAEIIb, U KTO MEPBBIN
B PEUTHHTE;

2. He yka3bIiBail B IMYHOU MOYTe JTUYHYIO nH(popManuto. Hanmpumep, mydiie BeIOpaTh
"My3bIKaIbHbIN (aHaT@" win "pok2013" BMecTo "Temal3";

3. Mcnionb3y# IBYXATAIHYIO aBTOPU3ALMIO. JTO KOT1a IOMUMO NIapoJisi HY>KHO BBOJIUTH
KO/I, MPUChLUIaEMBbI 110 SMS;

4. BoiOepu cioxHbIM mapoiib. sl KakA0ro MOYTOBOIO SIIUMKA JTOJDKEH OBITh CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecnu ecTh BO3MOXHOCTh HaIllMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ITY
BO3MO>KHOCTB;

6. Mcrnosb3yili HECKOJBKO MOYTOBBIX SIIMKOB. lIepBhIid [UIsi YaCTHOM MEPENUCKH C
aJpecaTaMy, KOTOPBIM Thl JIOBEPSCIIb. DTO 3JIEKTPOHHBIN aJpec He HAJ0 MCIOJIb30BATh IPH
perucrtpaunu Ha (popyMax u cairax;

7. He oTkpbiBail (ailsibl U Apyrue BIOKEHUS B MUCbMAaXx, J1a)Ke€ €CJIM OHU MPUIILIA OT
TBOUX JIpy3ei. Jlydllle yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Hailiibl;

8. Ilocne oxkoH4YaHWsi pabdOTHI HAa MOYTOBOM CEPBHUCE MEPEH 3aKPHITUEM BKIIAJKH C
caiiToMm He 3a0y/Jp HaxkaTh Ha "BeiiiTu".

Kun0epOy1iimHr Wiin BUPTyajibHOE U3/1eBaTeIbCTBO

KubepOymauHr - mnpecinenoBaHue COOOUICHUSIMHM, COJEpKallUMH  OCKOpOJIeHus,
arpeccHo, 3allyrMBaHHME; XYJIMTAHCTBO;, COLMAIbHOE OOWKOTUPOBAHUE C TMOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KHOEePOYIIMHIOM:

1. He Opocaticsa B 60i. Jlyumuii cioco0: mOCOBETOBATHCS KaK ce0sl BECTH U, €CJIU HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHa4alle YCIOKOUTbCS. ECiM Thl HayHEellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €1lIe OOJIBIIE Pa30kKKETb KOHPIUKT;

2. Ynpasnsii cBoe kudeppenyTauue;

3. AHOHUMHOCTb B ceTH MHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTh, KTO CTOMT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTout BecTu XyJIUTraHCKHI 00pa3 BUPTyalibHOU ku3Hu. IHTepHET puKcupyeT Bce
TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyTHUTEIHHO;

5. Cobiroait CBOIO BUPTYAJIBHYIO Y€CTh CMOJIONY;

6. Urnopupyil eamHu4HBIM HeraTuB. OJHOPA30BBIE OCKOPOUTEIIBHBIC COOOICHUS
Jy4llie UrTHOpUpoBaTh. OOBIUHO arpeccus MPeKpalaeTcsi Ha HaYalIbHOM CTaauH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIUATBHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C ONPEIEICHHBIX aJpecOB;

8. Ecimu T1bl cBugerens kubepOymnuHra. TBou JeWCTBHS: BBICTYNUTH MPOTHB
MpeciaenoBaTens, NoKa3aTh €My, YTO €ro JIEUCTBUS OLEHUBAIOTCS HETATHBHO, MOAAEPKATh
KEPTBY, KOTOPOM HYXHA IICHXOJIOTHYECKasi IOMOIlb, COOOIIUTH B3pPOCIBIM O (QakrTe
arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI W IUIAHIIETHI COAEpX AT B ceOe BIOJHE B3POCIbII
(GYHKIIMOHAJ, U TENepb OHU MOTYT KOHKYPHUPOBaTh CO CTAalMOHAPHBIMU KOMITBIOTEpaMHU.
OpHako, CpeacTB 3alIMTHI AJs MOJOOHBIX YCTPOMCTB MOKa O4YeHb Majlo. TecTHpoBaHHE U
MOUCK YA3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCUMBHO, Kak mia IIK, To ke camoe
KacaeTcsi U MOOMJIbHBIX TPUIIOKEHUH.



CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ MPAKTHUYEeCKH [OTHAIM HACTOJIbHBIC
aHaJIOTH, OJIHAKO pacliupeHrue (PyHKIMOHAla BJ€YeT 3a COOOM OOJBIIYIO CIOXKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce NPOU3BOJUTENMN BBITYCKAIOT OOHOBJICHHUS, 3aKPhIBAIOIIE KPUTUUECKUE
YSI3BUMOCTH JUJISl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€301aCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He siBnsieTcs mo-HacTosALeMy OecrlaTHBIM. Byib ocTOposkeH, Beib Kornia Tede
peararoT OecIIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexae uyeM otipaBuTb SMS, ¢oro nnu Buaeo. Tel TOYHO 3HaeUIb, T€ OHU
OyAyT B KOHEUHOM HUTOTE?

Heo0xoaumo 0OHOBIATH ONEPAMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpyxaii npuiio)keHusi OT HEM3BECTHOI'O MCTOYHHKA, BEIb OHU MOTYT COJAEPKAaTh
BPEJOHOCHOE MPOrPaMMHOE 00ECIIEUECHNUE;

[locne TOro kKak Thl BBIMAEIIb C CaidTa, 1€ BBOJAWJ JUYHYIO MH(POPMAIHIO, 3ailik B
HacTpoKM Opay3epa u yaaiau cookies;

[lepuonnuecku npoBepsiii, KaKKHe IUIATHbIE YCIYTHM aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOI1 HOMEp MOOMIIBHOTO Tene(OHa TOJIBKO JIFOIIM, KOTOPBIX ThI 3HACILb U KOMY
JOBEPSICILIb;

Bluetooth gomkeH ObITh BBIKJIIOUEH, KOT/Ia Thl UM He MoJib3yelibesi. He 3a0piBail mHOr 1A
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAMH-UIPBl - 3TO KpPAaCOYHbIC, 3aXBATHIBAIOIIME Pa3BICUYCHHUS,
00BEUHSIONINE COTHH THICSY YEIOBEK M0 BceMy MUpy. UIrpoku uccieayroT JaHHbII UM MHUD,
oOLIA0TCS APYT C APYTOM, BBIIOIHSIOT 33AaHUS, CPAKAOTCS C MOHCTPAMU U MOJIyYatOT OTIBIT.
3a yA0BOJBCTBUE OHM IJIATAT: MOKYIMAIOT IUCK, OTUIAYUBAIOT a0OHEMEHT WJIM MPUOOPETAIOT
KaKHe-TO OMIHUU.

Bce aTu cpenctBa uayT Ha MOAAEpKAHUE M PA3BUTHE UIPHI, a TaKKe Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3ALlMH, BBIIYCKAIOTCS HOBBIC MNAT4H
(i poBbIC 3aIUTATKY IS IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpPaXH
TBOET0 MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBIIUHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOET0 HTPOBOI0 AKKAYHTA:

1. Ecniu npyroit urpok BeseT ce0s II0X0 WK co3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYI
€ro B CIIMUCKE UTPOKOB;

2. Iloxamyiics aaMUHUCTpaTOpaM MWIPbl Ha IUIOXO€ IOBEACHHE HTOrO WIPOKA,
KEJaTeJIbHO MPUJIOKUTh KaKUe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail mnuHyto nHGoOpMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranarnuBait HeopuimaabHble TaTYU U MOJIBI;

6. Mcnosib3yii CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlaxxe BO Bpemsl UI'Pbl HE CTOUT OTKJIOYaTh aHTUBUpYC. [Ioka ThI urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@UIIMHT UM KPAaKa JUYHBIX JAHHBIX

OObIYHOM Kpaked JeHer U JTOKyMEHTOB CErOJIHA YK€ HHUKOrO0 HE€ YAHUBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOIMI 3JIOYMBIIUICHHUKH IEPEMECTWINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCA " TIOOUMBIM" JIEITOM.



Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (DUIIIMHT, TJIABHAS TIeITh
KOTOPOTO COCTOWT B MOJYyYECHUU KOH(PHUIACHIIMAIBHBIX JTaHHBIX MOJH30BaTENCH - TOTUHOB U
naposeit. Ha anrmuiickom si3bike phishing untaercs kak ¢ummsr (ot fishing - peiOHas 0B,
password - mapoJb).

OcHoBHBIE cOBeTHI 10 00pbOe ¢ PUINMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciau Thl mojo3peBaelb, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ M COOOILIUTh aJIMUHUCTPATOpaM pecypca 00
ATOM KaK MOXHO CKOpEE;

2. HUcnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIIEC, HHTEPHET-MAara3uHoB U
MIOMCKOBBIX CHUCTEM;

3. Ucnonb3yii CIOXKHBIE U pa3HbIe Apoiu. Takum 00pa3om, eciau TeOs B3JIOMAIOT, TO
37IOYMBIIUICHHUKH MOJTyYaT JOCTYI TOJBKO K OTHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B37OMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHbI y TEOs B APY3bSIX, O TOM, YTO TeOs B3IOMANU U, BO3SMOXHO, OT TBOETO
MMEHH OyJIeT pacchuIaThCsl CllaM M CChUIKU Ha (DUIIMHTOBBIC CAUTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbiBail Qailyibl U Apyrue BIOKEHUS B MUChMaX, JIa)K€ €CJIM OHU MPUIILIH OT
TBOUX Jipy3ei. Jlydie yTouHU y HUX, OTIPABIISIIN JIK OHU TeOe 3TU (Haitiibl.

udgposasi penyrauus

[Mudposas pemyTaius - 3T0 HEraTUBHAS WJIU MTO3UTHMBHAS WH(MOPMAIIUS B CETH O Tebe.
KommnpomeTupyromas nndopmaiusi, pasmMelieHHas B MHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM
OTpa3UThCS Ha TBOEH peasibHOM ku3HU. "Ludpoas pemyTarus” - 3To TBOH UMUK, KOTOPHIT
(bopmupyetcs u3 uHpopManuu o Te0€ B UHTEPHETE.

TBOE MECTO J>KUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIJIMBAETCA B CETH.

MHorue noJipoCTKH JErKOMBICJIEHHO OTHOCATCS K IMyOJIUKAIIMU JIMYHON MH(OOpMaLIUU
B lHTepHETE, HE TOHUMAas BO3MOKHBIX MOCIEACTBUAN. Thl a’)ke HE CMOXKEIIb JI0raaThCs O
TOM, 4TO (poTorpadus, pa3melieHHas 5 JIeT Ha3aj, cTaja MIPUYMHON OTKa3a MPUHATH T€0s Ha
pabory.

Kommenrtapuu, pasmemenue TBoux ¢otorpaduil u Apyrue IEHCTBUS MOTYT HeE
HCUYE3HYTh XK€ MOCJE TOro, Kak Thl MX YyJaluilb. Thl HE 3HACIIb, KTO COXPAaHUI ATy
uH(dOpMaIuio, Mmomnaia Ju OHAa B TOUCKOBBIE CUCTEMbI U COXpaHWJIACh JIU OHA, a TJIABHOE: UTO
MOJIYMAIOT O TeOE OKPY>KAIOITUE JIFOIH, KOTOPbIe HAWIYT U YBUAAT 3T0. Halitn nndopmarmio
MHOTO JIET CIIyCTS CMOKET JI000M - Kak U3 JAOOPHIX MOOYXKICHHM, TaK U C HaMEpPEHUEM
MPUYUHATH BPENl. ITO MOXKET OBITh KTO YTOTHO.

OcHoBHBIE COBETHI 10 3aIUTe NM(POBOM pPemyTALMU:

1. Tlogymaii, mpexxae 4yeM 4yTo-TO MyOJMKOBATh M TEepe/iaBaTh y ce0sd B Oyiore Wi B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo¢usi yCTaHOBU OIpaHUYEHUS HAa TPOCMOTP TBOETO NMPOUIs U €ro
COJIEP’KUMOT0, CAEIIAN €r0 TOJIBKO "It Apy3en'’;

3. He pa3memniait u He yka3biBail HH(GOpMAIHIO, KOTOPas MOXKET KOro-JIn00 OCKOPOJIAThH
WJIN OOMXKAaTh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJLHUKH - AKTHBHBIE MOJH30BATEIN IM(PPOBOTO MPOCTPAHCTBA.
OpHako ajeko He BCe 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOXXHOCTSIMU IIU(PPOBOTO MUPA
TpedyeT coOI0IeHNS MTPaB Ha WHTEUICKTYaTbHYI0 COOCTBEHHOCTD.



TepMuH "uHTENNEKTyanbHasi COOCTBEHHOCTH" OTHOCHTCS K PA3NIUYHBIM TBOPEHUSIM
Yel0OBEYECKOro yMa, HayMHash C HOBBIX M300pETEHMH U 3HAKOB, O00O3HAYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHl M YCIyTd, W 3aKaHYuWBas KHUTaMH, ¢oTorpadusmu,
KMHO(UIBMaMH U MY3bIKaIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MIpaBa Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh Ha MMPOU3BEICHNUS
HAyKH, JINTEPATYPbI U UCKYCCTBA. ABTOPCKHE IIPaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO,
YTO HHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My
CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOETO Tpyda, MOJYUYHTh
U3BECTHOCTh U Mpu3HaHue. HuKkTo 6e3 paspelieHus: aBTopa HE MOKET BOCIPOU3BOAUTH €TO0
POU3BEACHHUE, PACTIPOCTPAHSITH, MyOIMYHO TEMOHCTPUPOBATH, MIPOJIaBaTh, UMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJINYHO UCTIOIHSATh, TOKA3bIBATH/UCTIONHATH B d(hUpe WK pa3MelaTh B
WNHurepHere.

Hcnonp3oBanue '"mupaTckoro" mNpOrpaMMHOTO OOECTIEUeHUs] MOXKET NPUBECTH K
MHOT'MM PUCKAM: OT IIOTE€PH JAHHBIX K TBOUM AKKAYHTaM J0 OJIOKHPOBKH TBOEI'O YCTPOMCTBA,
IJIe YCTaHOBJIEHAa HeleraiabHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYILIECTBYIOT
JerajibHble ¥ O€CIUIaTHBIE POTPAMMBbI, KOTOPhIE MOXHO HAWTH B CETH.

O nopraJe

CereBU4OK.p) - TBOI TIJIaBHBIII COBETYHMK B CETH. 3/1€Ch Thl MOXKEIIb Yy3HAaTh O
0€30MaCHOCTH B CETH MOHATHBIM U IOCTYITHBIM $I3bIKOM, & IIPY BOBHUKHOBEHUU KPUTHUYECKOMN
CUTyalluul OOpaTUTHCS 32 COBETOM. A TaK)Ke€ NPUHATH y4acTHE B KOHKYpcax M CTaTh CaMbIM
IU(POBBIM TpaKTAHUHOM !

[Tpunoxenue N 3
ITAMSTKA U1 POJWUTEJIEW Ob UHOOPMAILIMOHHOM BEE30ITACHOCTU
JIETEU

OnpeneneHue TepMuHa "uwHOpMalMOHHAsT OE30MACHOCTH JEeTe" COAEPXKUTCS B
®enepanbHoM 3akoHe N 436-D3 "O 3amure geteit oT nHPOpMaMK, TPUUUHSIONIEH Bpel X
3J0POBBI0 M PA3BUTHUIO", PETYJIUPYIOIIUM OTHOLICHMS, CBA3aHHBIE C 3alIUTOM NETEH OT
nH(pOpMaMK, TPUYUHSIONIEH Bpel MX 3J0pOBbI0 U (WiM) pa3Buthuio. COrjacHO JTaHHOMY
3aKkoHy "WH(pOpMalMOHHAsT O€30MaCHOCTh JeTe" - TO COCTOSIHUE 3alUIIEHHOCTH, MPHU
KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C MpUYMHEHUEM MH(OpMaIMel Bpeaa ux 340pOBbIO
U (W) GU3nIecKoMy, ICUXUIECKOMY, TYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®@enepanbHoro 3akoHa N 436-®3 undopmanmeil, NpUYUHAIOIIEH Bpeq
310POBBI0 M (WJIN) PA3BUTHIO JIeTeH, SIBJISIETCH:

1. uadopMmanus, 3anpenieHHas JIJIsl pacpoOCTPaHEHUs CPEU I€TeH;

2. uH(opmanus, pacupoCTpaHeHUEe KOTOPOI OrpaHUYEHO CPEeAn JIeTell onpeaeeHHbIX
BO3PACTHBIX KaTErOPUH.

3. K undopmanuu, 3anpenieHHou 111 pacpOCTPAHEHUSI CPEIU AETEe, OTHOCUTCS:

4. undopmarus, noOyxaaromas 1eTeid K COBEPIICHUIO AEHCTBUM, MPEICTaBIISIIONINX
yIpo3y HMX >KW3HUM M (WJIM) 30pOBbIO, B T.4. MPUUYMHEHHUIO Bpela CBOEMY 3J0POBBIO,
caMOyOUICTBY;

5. CcOCOOHOCTH BBI3BaTh y JIeTEW jKellaHWE YNMOTPeOUTh HAPKOTHYECKUE CPEICTBA,
MICUXOTPOIHBIE U (MJIM) OAYPMAaHUBAOIINE BEIIECTBA, TaOauHbIe U3JETUS, aJIKOTOJBHYIO U
CIOUPTOCOAEPIKALLYIO MPOAYKIMIO, MMBO M HAIHUTKU, W3rOTABJIMBAEMBIE HA €r0 OCHOBE;
NPUHATHh y4acTHE B a3apTHBIX UIpax, 3aHUMAThCs MPOCTUTYLHEH, OpOISIKHUYECTBOM HIIU
MONPOLIAWHUYECTBOM;



6. OOOCHOBBIBAIOIIAS WM OIpPaBAbIBAIONIAS JIOMYCTUMOCTh Hacwius H (HIN)
’KECTOKOCTH JTNO0 MOOYKAAr0IIasi OCYUIECTBIATh HACHIbCTBEHHBIE JEHCTBUS MO0 OTHOIICHHUIO
K JIFOASIM U )KUBOTHBIM;

7. oTpunaionias ceMeiHble IIEHHOCTH U (GOpMUPYIOIIasi HEYBaXKEHUE K POAUTEISIM H
(MM) IPyTrUM YjIeHaM CEMbHU;

8. ompaBpIBaOIas IPOTHBONPABHOE NTOBEICHHUC;

9. comepxariias HEIIEH3YPHYIO OpaHb;

10. coneprkaias nHGoOpMaIKIO MOPHOTPaAUIECKOTO XapaKTepa.

K wundopmanmu, pacnpocrpaHeHre KOTOPOM OrpaHM4YeHO CpeaW Jereil
OIpeIeICHHOT0 BO3PACTa, OTHOCUTCS:

1. uadopmanus, npeacTaBisgeMas B BUJAE W300paKECHUSI WM OMUCAHUS >KECTOKOCTH,
¢uznueckoro ©  (MIM) TCUXUYECKOTO  HACWIMS, TNPECTYIUICHUS  WUIU  HHOTO
AHTHOOIIIECTBEHHOTI'O JIEUCTBUS;

2. BbI3bIBaIOLIAs y JAETEH CTpax, yKac WIM MaHUKY, B T.4. MPEACTaBisieMasl B BUJE
M300paKEeHMs] WJIM OIKCAaHUS B YHIDKAIOUIEH 4YeIOBEYECKOe JOCTOMHCTBO (opme
HEHACUJILCTBEHHOM CMEPTH, 3a00JIeBaHMsl, CAaMOYOMICTBA, HECUACTHOTO CyYasi, aBapuu WU
KatacTpodbl U (WIIN) UX TOCIIEICTBUN;

3. mpexacrapisieMasl B BUJI€ U300paKEHUS UM ONHUCAHUS MOJIOBBIX OTHOUICHUH MEXTY
MY>KUYMHOU U KEHILIHUHOW;

4. coneprkaliasi OpaHHBIE CJIOBA U BBIPAXKEHUS, HE OTHOCSIINECS K HELIEH3YPHOM OpaHu.

C yuerom aroro Bam npenaratorcst nmpaBuia paboTsl B ceTy HTEpHET 1715 pa3iinyuHbIX
BO3PACTHBIX KaTEropuid, cOOJI0JEHNE KOTOPBIX MO3BOJIUT 00ECIEYUTh MH(POPMAIMOHHYIO
0€30MMacHOCTb BaIllIUX JETEH.

OO0uue npaBuiia 1 poauresiei

1. He3aBucumo OT Bo3pacTa peOEHKa HCHOJb3yWTE MpOrpaMMHOE OOecIeueHue,
nomMoraroiiee GuIbTPOBaTh U KOHTPOJIUPOBATH UHGOPMAIIKIO, HO HE MoJIaralTech MOJHOCThIO
Ha Hero. Baiie BHMMaHMe K peOEHKY - TJIaBHBIA METO/1 3allIUTHI.

2. Eciu Bam pebOeHOK HMeeT AaKKayHT Ha OJHOM U3 COIMAJIbHBIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTENbHO U3yYUTE, KAKYIO HH(POPMALIKIO
MOMEIIAIOT €r0 YYaCTHUKHU B CBOMX MPOPMISIX U Oyiorax, BKiIto4ast poTorpaduu 1 BUIECO.

3. IlpoBepbTe, C KaKMMH JOPYTMMHU CalTaMu CBSI3aH COLMAJbHBIN cepBuc Barmero
pebenka. Ctpannuku Barero pebenka MOryT ObITh 0€30MaCHBIMU, HO MOTYT U COJIEPKATh
CCBUIKM Ha HEXeJaTeIbHbIE U OMACHBIE CAlThI (HAaTpUMEp, MOPHOCANT, WIIU CANT, HA KOTOPOM
JpyT YIIOMUHAET HoMep coToBoro Ttenedona Bamero pebenka win Bam nomanHuii anpec)

4. TloompsiiTe Bammx geteit coodmaTs 000 BCEM CTPAaHHOM HIIM OTTAJIKHWBAIOIIEM 1 HE
CJIMILIKOM OCTPO pEarupyuTe, KOraa OHHM 3TO JENArT (M3-32 OMACEHMs MOTEPATHh JOCTYI K
WNHTepHeTy 1IeTH He TOBOPAT POAUTENSAM O MPoOJieMax, a TakKe MOTYT HayaTh UCIOJIb30BaTh
WNHTepHeT BHE AOMA U LIKOJIbI).

5. Bynpte B Kypce cereBoi xu3HH Bamero pedbenka. MHTepecyitech, KTO UX APY3bs B
WNHTepHeT Tak ke, Kak UHTEPECYETECh PEeabHBIMU IPY3bIMH.

Bospacr ot 7 10 8 Jier

B WUnuTepHere peOEHOK cTapaeTcsi IOCETUTh T€ WM UHBIE CAalThl, @ BOBMOXHO U YaThl,
pa3pelleHue Ha oceIeHe KOTOPBIX OH He MoTyuni Ob1 oT poauteneil. [loaromy poautensim
OCOOCHHO TMOJIe3Hbl OYIyT TE€ OTYETHl, KOTOpPHIE MNPEAOCTABISAIOTCA MPOrpaMMaMu IO
OrPaHUYECHUIO HCIIONIb30BaHusA MHTEepHeTa, T.e. POAUTENBbCKUI KOHTPOJb WU TO, YTO BBI
CMOJKETE YBUIETh BO BPEMEHHBIX (paitnax. B pesynbrare, y peOeHka He OyAeT OLyLEeHUs, YTO
32 HUM BEJIETCSI TOCTOSTHHBIA KOHTPOJIb, OTHAKO, POJUTENN OyAyT MO-TPEKHEMY 3HATh, KaKHe



CalThI IOCeaeT ux peoeHokK. JleTr B TaHHOM BO3pacTe 001a1at0T CUITHHBIM 9YBCTBOM CEMBH,
OHM JIOBEPYHMBHI M HE COMHEBAIOTCS B aBTopuTeTax. OHM IOOAT UTPaTh B CETEBHIC UTPHI U
MyTeNIeCcTBOBATh 10 IHTEPHETY, UCIIONIB3YS SJIEKTPOHHYIO MTOYTY, 3aX0AUTh HAa CAalThI U YaThI,
HE PEKOMEHOBAaHHBIE POJIUTEIISAMHU.

Cosetnl o 6e3onmacHocTu B cet UHTEpHET U151 AeTeit 7 - 8 j1eT

1. Co3paiiTe CiMCOK JOMAIIHKUX MpaBUil rocenieHuss MHTepHeTa npu yyacTuu JeTei u
TpeOyiTe ero BbITOJIHEHHUS.

2. TpebOyiiTte ot Bamero pebenka coOMIOEHUS BPEMEHHBIX HOPM HAXOXKJEHUS 3a
koMIbioTepoM. [lokaxkure pedbenky, uro Bel HaOm0ga€TE 32 HUM HE TOTOMY 4TO Bam 3T0
XO0YeTCs, a MOTOMY 4TO BbI OeCcroKouTeCh 0 ero 6€30MacCHOCTH U BCET/ia TOTOBBI €My TOMOYb.

3. KommproTep ¢ noakmodeHneM K THTEpHETY MOJDKEH HaXOIUThCS B OOIEH KOMHATE
10/, IPUCMOTPOM POIUTENEH.

4. Vcnionb3yiTe crieliiaibHbIe IETCKUE MOUCKOBBIE MAIIIUHBI.

5. Wcnonb3yiiTe cpeacTa OJOKMPOBAHUS HEKENATEIbHOTO KOHTEHTA KaK JIOTOJIHEHUE
K cTaHAapTHOMY PouTeNnbckoMy KOHTPOJIIO.

6. CoznmaiiTe CeMEWHBIN AIEKTPOHHBIN AIIUK, YTOOBI HE TMO3BOJIUTH ACTIM HMETh
COOCTBEHHBIEC aJipeca.

7. brokupyiite TOCTYI K cailTaMm ¢ OECIIaTHBIMU MOYTOBBIMU SIITUKAMH C TOMOIIBIO
COOTBETCTBYIOIIETO MPOTPAMMHOI0 00ECTICUCHHUS.

8. Ilpuyuure nereil coBeToBaThCcsi ¢ Bamu mepen omyONMKOBaHWEM KakKoi-1u00
uH(OpMAIIUU CPEJCTBAMU DJIGKTPOHHOM IOYTHI, YaTOB, PETHCTPAIMOHHBIX GOPM U
poQuIei.

9. Hayuute paeteil He 3arpyxkarh (hailibl, TpOrpaMMbl WM MY3bIKY O€3 Balllero
corjacusi.

10. He paspemaiite AeTSIM HMCHOJB30BATh CIY>KObl MTHOBEHHOTO OOMEHa
COOOIIEHUAMH.

11. B "GenpIit" circok CaliTOB, pa3pelIeHHBIX ISl TOCEIIEHU S, BHOCUTE TOJBKO CalThI
C XOpOILIEH penyTanue.

12. He 3a0biBaiiTe OecenoBaTh ¢ 1€TbMH 00 UX APY3bsiX B IHTepHETE, Kak eciii Obl peyub
1uia O Ipy3bsAX B peaJbHON KU3HMU.

13. He nenaiite "Taby" U3 BOIPOCOB MOJIOBOH JKU3HH, TaK Kak B IHTepHETE 1€TH MOTYT
JIETKO HATKHYThCS Ha MOPHOTpadrI0 WK CAaNUThI "1 B3pOCIbIX".

14. Tlpuyunte Bamero pebGenHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WM TPEBOTaX,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBailTech CINOKOWHBIMM M HAIOMHUTE JAETSAM, YTO OHU B
0€30MacHOCTH, €CITM CaMU paccKa3aid BaM O CBOMX TpeBorax. [loxBanuTe ux u mocoBeTyuTe
MOJIONTH eIl pa3 B MOJOOHBIX CITydasiX.

Bospacr nereii ot 9 10 12 ger

B naHHOM BO3pacTe eTH, KaK MpaBUiIo, YK€ HACHBIIIAHbI O TOM, Kakasi HH(OpMalus
cymecTtByeT B IHTepHeTe. COoBEpIIEHHO HOPMAJIBHO, YTO OHU XOTST 3TO YBUAETh, IPOUECTh,
ychbimath. [Ipyu 3TOM HY)KHO MOMHHTB, YTO JOCTYN K HEXEIATeIbHBIM MaTepraiaM MOXKHO
JIeTKO 3a0JIOKMPOBAThH MPU MOMOIIU CpeaicTB POIUTENIBCKOTO KOHTPOJIS.

CoseThl 110 0e30nmacHOCTH AJA aeTerd ot 9 10 12 Jer

1. Co3paliTe CiMCOK JOMAIIHUX MpaBUil nocemieHus: MHTepHeT npu y4yacTUH JIeTen u
TpeOyiTe ero BHITTOJHCHHUSI.

2. TpebyiiTe ot Barmero pedenka coOM0eHIST HOPM HAXOKIEHHUS 32 KOMITBIOTEPOM.

3. HaGmonatiTe 3a pebeHKOM TIpH pabOTe 32 KOMITBIOTEPOM, MOKAKUTE €My, 4TO BbI
OecroKouTeCh 0 €ro 0€30MacHOCTH M BCETa TOTOBbI OKa3aTh €My ITOMOIIIb.



4. Komnpiorep ¢ noAkiIoueHreM B IHTepHET HOKEeH HaXOAUThCA B O0IIel KOMHATe
10, IPUCMOTPOM POAUTENEH.

5. Wcnonb3yiiTe cpeacta OJOKMPOBAHUS HEKENATEIbHOIO KOHTEHTA KaK JIOMOJIHEHNE
K CTaHJapTHOMY PoauTeNbCKOMY KOHTPOJIIO.

6. He 3a0piBaliTe NpuUHUMATh HEMOCPEACTBEHHOE Yy4YacTHE€ B KU3HH pPEOCHKA,
OecenoBath ¢ JeThMU 00 UX JIpy3bsix B HTepHeTE.

7. HactauBaiiTe, YTOOBI ICTH HUKOT/1a HE COTJIAIIANIMCH HA JINYHBIE BCTPEUH C APY3bsIMU
o MurepHery.

8. Ilo3BoystiiTe ACTSAM 3aXOJUTh TOJBKO Ha CaMThl U3 "Oemoro" cmucka, KOTOPBIN
CO3/IaliTe BMECTE C HUMH.

9. IlpuyuuTe nered HUKOrAa HE BbIAABaTh JIMYHYIO HH(OpPMALUIO CpPEACTBAMU
AJIEKTPOHHOM MOYTHI, YATOB, CHCTEM MTHOBEHHOT'O 0OMEHA COOOIICHUSIMH, PETHCTPAIIIOHHBIX
dbopM, THYHBIX poQHIIeH U PU PETUCTPAIIUN Ha KOHKYpPCHI B MIHTEepHETE.

10. Ilpuyuute neteit He 3arpykaTh mporpaMMel 6e3 Bamero paspemenus. O0bsicHUTE
UM, YTO OHHM MOTYT CJIy4YalHO 3arpy3uTh BUPYCHI WIIH IPYTrO€ HEXKEIATeIbHOE MPOTPaMMHOE
oOecrieueHue.

11. Coznaiite BameMy peOeHKYy OrpaHMYEHHYIO YYETHYIO 3allUCh ISl padOThl Ha
KOMIIBIOTEDE.

12. Ilpuyunte Bamero pebenka cooOuiatb BaM O JIOOBIX yrpo3ax HJIM TpPEBOTax,
cBs3aHHbIX ¢ MHTepHerom. Hamomuute aetsiM, 4TO OHM B O€30MACHOCTH, €CIM CaMHU
pacckasaiy BaM O CBOMX TPEBOrax U ONACEHUSX.

13. Pacckaxkure aetsim o nopHorpaguu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JETHM MPENOCTABIIAJIM BaM JOCTYyN K CBOEH
ANIEKTPOHHOM NOYTE, YTOOBI Bbl YOEIUIIUCH, YTO OHU HE OOILAIOTCS C HE3HAKOMIIAMH.

15. OOBsAcHUTE AETSAM, YTO HEJNb3S WCMOJb30BaTh CETh IS XYJIUTAHCTBA,
pacnpocTpaHEHusl CIUIETEH WU yTpo3.

Bospacrt gereit ot 13 no 17 et

B 3TOM BO3pacTe NoApOCTKH aKTUBHO MCMOJIb3YIOT MOMCKOBBIE MAILIUHBI, TOJIb3YIOTCS
AJIIEKTPOHHOM MOYTOM, CIIy’KOaMU MTHOBEHHOTO 0OMEHa COOOIEHUSMH, CKAYUBAIOT MY3bIKY
U QuiIbMbL. MallbuukaMm B 3TOM BO3pacTe OoJibllie 0 HPaBy CMETaTh BCE OTPAaHUYCHUS, OHU
KaXKIYT rpyOOT0 FOMOpa, a3apTHBIX UTP, KAPTUHOK "1J1s1 B3pOCbIX". [[eBOUKY MPETOYUTAIOT
oOuiarbcsi B yaTax, IOpU 3TOM OHHM TOpa3io Oojee YyBCTBUTENIbHBI K CEKCYaJbHBIM
nomorarenbcTBaM B IHTepHeTe.

3a4acTyro B JAHHOM BO3PACTE POJUTENSAM YXKE BECbMA CIIOKHO KOHTPOJIMPOBATH CBOMX
neTel, Tak kak 00 MIHTepHeTe OHU y)Ke 3HAIOT 3HAUYUTEIHHO OOJIbIe CBOUX poauTeneit. Tem
HE MEHee, He OTmyckaiite aereil B "cBoOomHoe miuaBanue" mo Mutepnery. Crapaiitech
aKTUBHO y4acTBOBAaTh B 0OlIeHUH pedeHka B UHTepHeTe.

BaxxHo mo-nipexxneMy cTporo coOiroaaTh mpaBuiia HHTepHET-0€30macHOCTH -
COTrJIAllIEHHEe MEX]y POAUTENIAMH U JeTbMU. Kpome Toro, He0OXOAMMO Kak MOXHO 4Yalle
MPOCMAaTpPUBATh OTYETHI O JAesITeNbHOCTH jieTel B MHTepuere. Ciaexyer oOpaTUTh BHUMaHUE
Ha HEOOXOJMMOCTbh COJIEpKaHUsl POAMTENIbCKUX MapoJiel (maposiedl aJMUHUCTPATOpPOB) B
CTPOT'OM CEKpETe U 00paTUTh BHUMAHUE Ha CTPOTOCTh ATUX MapoJIeH.

CoBeTbl 10 6€30MaCHOCTH B 3TOM Bo3pacrte ot 13 10 17 jet

1. Co3paiiTe CHMCOK AOMAIHUX NpaBWiI MocewmieHuss VHTepHeTa NpH y4acTHU
MOJIPOCTKOB U TpeOyiiTe 0e3yClIOBHOrO €ro BhINONHEHUsA. OOroBOpUTe C peOCHKOM CIHCOK
3anpenieHHbIX caToB ("depHblil cucok"), gackl paboTel B MIHTEpHETE, PYKOBOJCTBO TIO
oOmienuto B MIHTEpHETE (B TOM YHCTIE B YaTax).



2. KommbroTep ¢ mogkiatodeHueM K ceTd VHTepHeT NoJKeH HaXOAUThCS B 0OIei
KOMHaTe.

3. He 3a0wiBaiiTe 6ecenoBath ¢ 1eThbMU 00 UX Jpy3bax B MHTepHETe, 0 TOM, YeM OHH
3aHATHI TakuM 00pa3zoM, OyATO peub UOET O JAPY3bsX B peajbHOU XKu3HU. CrpammBaiite o
JOJAX, C KOTOPBIMH JETH OOIIAIOTCS TOCPEACTBOM CIIy>)kO MTHOBEHHOTO oOOMeHa
COOOMICHUSIMU, UTOOBI YOEIUTHCS, YTO ITH JIFOAN UM 3HAKOMBI.

4. Vicnonb3yiite cpeAcTBa OJIOKMPOBAHUS HEKENIATEIHHOIO KOHTEHTA KaK JIOMOJIHEHUE
K CTaHAAPTHOMY POIUTENHECKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKMMH dYaTaMHU MOJb3yioTcsa Bamm pgetu. Iloompsiite
UCIIOJIb30BAaHUE MOJIEPUPYEMbIX YaTOB W HacTauBaiTe, 4TOOBl JE€TH HE OOLIAINCH B
MIPUBATHOM PEKHUME.

6. HacrauBaiite Ha TOM, 9YTOOBI I€TH HUKOTJA HE BCTPEUYAIUCH JIMYHO C JIPY3bsIMH U3
cetu MHTEpHET.

7. llpuyuute peTell He BbIIaBaThb CBOIO JHMYHYIO HWH(OPMALIMIO CpPEICTBAMH
AJIEKTPOHHOM MOYTHI, YaTOB, CACTEM MIHOBEHHOTO 0OMEHA COOOIEHHUSIMU, PETUCTPALIUOHHBIX
(dbopm, TUYHBIX TpodUIel U IPHU PErUCTPAallUK Ha KOHKYpCHI B MIHTEpHETE.

8. Ilpuyuute aeTeit He 3arpykath nporpammsl 0e3 Bariero paspemienusi. O0bsicCHUTE
MM, YTO OHHM MOTYT CIIy4allHO 3arpy3UTh BUPYCHI WJI IPYTO€ HEKENATEIBHOE ITPOrPaMMHOE
o0ecrnieueHue.

9. llpuyunte Bamero pebGeHka cooOmark BaM O JIOOBIX yrpo3ax WM TPEBOTax,
cBsA3aHHbIX ¢ MHTepHeTrom. Hamomuurte nersM, 4To OHM B O€30MACHOCTH, €CIH CaMHU
pacckasaiy BaM, O CBOMX yrpo3ax WiM TpeBorax. [loxBamure UX ¥ TOCOBETYWUTE MOIOMTH €11e
pa3 B OJIOOHBIX CIydasX.

10. Pacckaxure nersm o nopHorpaduu B MuTepHere. [loMorure UM 3aliuTUTHCSA OT
crnama. Hayuure moapocTkoB He BbpIIaBaTh B MIHTEpHETE CBOETO PEAIBHOTO JJIEKTPOHHOIO
azpeca, HE OTBEYATh HA HEXKEJIATENIbHBIC NMMChbMA M UCIIOJIb30BATh CIIELIMAIBHBIE TTOUYTOBBIE
(GuUIbTPBHL.

11. ITpuyuute cedst 3HAKOMUTBHCS C CallTaMU, KOTOPbIE TTOCEIAIOT MOAPOCTKH.

12. Hayuute neteil yBaxaTh Ipyrux B MHTEpHETE. Y O€IUTECh, UTO OHU 3HAIOT O TOM,
YTO MPaBUJIa XOPOIIETrO MOBEAEHUS ACHUCTBYIOT BE3/I€ - AK€ B BUPTYaJIbHOM MHMPE.

13. OOBsicHHTE IETSIM, YTO HH B KOEM CJydae HENb3s HCIojb30BaTh CeTh s
XYJUTaHCTBA, PACPOCTPAHEHHUS CIIETEH WIH YTPO3 APYTUM JIFOISM.

14. O6cyaute ¢ MOAPOCTKaAMHU MPOOJIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIN
puck. HartoMHuTE, 4TO 1€TH HE MOTYT UI'PATh B 3TU UIPHI COIJIACHO 3aKOHY.

[TocTosiHHO KOHTpOJMpyiTe Hcronb3oBanue MHtepHera Bammum pebenkom! DT10 He
HapyllIeHUe €ro JINYHOIO NMPOCTPAHCTBA, & MEPa MPENOCTOPOKHOCTH U NposABiIcHUE Bamei
POIUTENHCKONW OTBETCTBEHHOCTH U 3200THI.



